Users Pay Twice: The Hidden Energy Cost of
Web Advertising

Samuel Pélissier, Naif Mehanna, Sterenn Roux, Quentin Perez, Walter Rudametkin, Johann Bourcier,
Pierre Laperdrix

June 2026 | ACM The Web Conference

(‘f,) ?unlver5|té. &;’Z‘la/- (.) I R I S A

CentraleSupélec PARIS-SACLAY



The Web: land of the free

Users have access to massive quantities of services
and applications for free.



The Web: land of the free

Users have access to massive quantities of services
and applications for free.

Software, systems and network engineers, designers
and protessional content producers do not work for
free.



The Web: land of the free

Users have access to massive quantities of services
and applications for free.

Software, systems and network engineers, designers
and protessional content producers do not work for
free.

The Web is funded by ads.



Users Pay Twice

To access the Web for free, users pay:

- With their data (“* funds the Web  privacy; well-documented tradeoff)
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Users Pay Twice

To access the Web for free, users pay:

- With their data (“* funds the Web  privacy; well-documented tradeoff)
- With their device’s resources & energy

CPU GPU RAM Network
. A T T
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User data systems
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User and local device
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How do ads work?

Targeted ads require data collection.

: @ Visits @ Redirects and tracks | oads resources
| ¢ | ¢ (targeted ads and v
; tracking scripts ird-
5 User Search engine / WebSite «----- - oon e ) » Third-party
social media services
@ Asks for consent
@ Displays targeted ads
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How do ads work? Issues

Visits Redirects and tracks
: @ @ Loads resources

I ¢ | ¢ (targeted ads and

i tracking scripts)
<> User Searcfh englr!e / Website < -------- SRR AT
social media "4
T | May be malicious
@ Asks for consent -+ » Via dark patterns

>»May not be respected
@ Displays targeted ads
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How do ads work? Issues

Users can block ads and tracking.

Visit Redirects and track
: @ isits @ edirects and tracks P

I ¢ | ¢ (targeted ads and

: tracking scripts)
> User @ searc.h eng"Te / Website «--------: B
social media -,4
T | May be malicious
@ Asks for consent - » Via dark patterns

.....
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Users Pay Twice

Web page : ;
. 3 ! request/response
l\;\lhthli)ut ad : g URL of resource <€ L P » Remote server
ocker 3 :
;2 Q parsing, execution,
== . :
] rendering... 1
@ Web page
With browser- X Ad blocker
based ad blocker E URL of page —context N Bl s —) Remote server
;@ URL of resource —'request é :
@ S .'édornain Remote ad blocker
: eb page i
With network- : § : L : name Filter lists
based ad blocker E URL of resource ( |
L
M IP address or ®

i

» Remote server
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RO: Is it worthwhile for end users to block
advertisements and tracking to save energy?



Previous works exist, but show limitations

Measure both ads

Fine-grained energy

) User behavior Scope
and tracking measurement
2 devices
9
1] X ’ 10 websites
1 device
2 ?
2] X ’ 10 websites
Scroll 5 times 3 devices
[3] ) ¢ )¢ Unclear consent =010 el e
management
Our Detailed methodolo 4 devices
work &y 5,000 websites

[1] Pearce J. M. “Energy conservation with open source ad blockers.” In Technologies, 2020.

[2] Khan et al. “Impact of Ad Blockers on Computer Power Consumption while Web Browsing.” In EJEECS, 2024.
[3] Gonzalez-Cabanas et al. “CarbonTag: A Browser-Based Method for Approximating Energy Consumption of Online Ads.” In IEEE Trans. Sustainable
Computing, 2023.

Context « Measurement methodology « Results « Conclusion « Bonus




Measurement methodology: crawl variants

Top 5,000 Tranco websites

& J

!

List of 15,000 random pages

7

| x 5 to reduce

L | measurement bias
|
(" 8 crawl variants (energy v v v v )
GG Y e W :
: Baseline ¢ Crawlwith : : Crawlwith { : Crawl with :
Functional cookies only | : i uBlock : { wuBlock : i AdGuard :
LW Y Origin : OriginLite : i  DNS

' Buseline || Crawl with ©  Crawlwith | : Crawl with :
Accept all cookies | : © uBlock : i uBlock : i AdGuard :
o daw : i Origin : : OriginLite { : DNS
\ ------------------------------------------ i ‘tessssssssssassanans® & ‘tesscessscassacannan® /

Performed on 4 devices

RO D
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Measurement methodology: energy & network

Energy consumption and network traces are extracted for each browser process.

(. ™\ o
Server Client
grrTT—— e T Instrument crawls
Automatlon SCI'lpt ................................................................ )

~

Control group +
Network namespace <

'3 N

“Conversion to energy measurements % Software sensor Tepdump

Energy measurement software stack: PowerAPI (RAPL + Smartwatts model)

Network traffic

Jay et al. “An experimental comparison of software-based power meters: focus on CPU and GPU.” In IEEE/ACM CCGrid, 2023.

Context « Measurement methodology « Results « Conclusion « Bonus

Websites

10



Improving robustness

1. Offloading computation-heavy operations
2. Comparing website-to-website

3. Ignoring erroneous Visits

4. Reducing timing variations
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4. Reducing timing variations

Baseline crawl

Website 1 (success)
Website 2 (fail)

Website n
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Improving robustness

1. Offloading computation-heavy operations
2. Comparing website-to-website

3. Ignoring erroneous visits

4. Reducing timing variations

Baseline crawl

Crawl with ad blocker

example.com < — - » example.com X
> Page A Exclude > Page A
from
+-» Page B results > Page B X
> Page C e Page C
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Improving robustness

Offloading computation-heavy operations
Comparing website-to-website

Ignoring erroneous Visits

Reducing timing variations

B WD =

Energy measurement

D el >»
Example visit A Cookie bar.mer Time . Page.
detected quickly © buffer . interaction
Example visit B Cookie banner . Page.
detected slowly interaction

Not measured

Database calls

Database
calls
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Realistic user behavior

1. Preparing browser profiles: empty profiles receive fewer ads; we visit a set of 300
pages before crawling

2. Simulating on-site behavior: load, interact with cookie banner, scroll, click links;
repeat on other pages

3. Handling cookie banners: minimize accepted cookies to get a lower-bound
estimate
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Dataset

Dell XPS 13 7390
Dell Latitude 7490 Intel NUC 9i7QNB

B RENATER B RENATER

CONNECTEUR DE SAVOIRS

CONNECTEUR DE SAVOIRS

« /3% success rate over 724,994
website visits

- 300,000,000 HTTP requests

- 2.7 Tb of captured network traffic files

Lenovo Thinkpad T480

i
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Results: cookies and ad blockers
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Cookie policies
B Functional cookies only B Accept all cookies

0

T

uBlock Origin Lite uBlock Origin Network-based ad blocker

Accepting cookies increases energy consumption (+2.57%)

Blocking ads & tracking reduces energy consumption (-9.62%)
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Results: cookies and ad blockers

Ad blockers have different capabilities.
Example: uk.com

uBlock Origin (-17.33%) AdGuard DNS (-4.51%)

[ gtm.js?id=GTM-TMTS2RF X [ gtm.js?id=GTM-TMTS2RF X
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Results: cookies and ad blockers

Blocking ads and tracking may introduce energy-consuming behaviors.
Example: linkedin.com (uBlock Origin, +12.13%)

t::ERR_BLOCKED_BY (
et : :ERR_BLOCKE

et::ERR_BLOCKE
et: :ERR_BLOCKE

et: :ERR_BLOCKE

et::ERR_BLOCKED_BY
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1te categorles matter
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Higher impact on websites in categories relying on ads for funding (e.g., News)
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Results: variability per client devices

Client devices
EE NUC 9i7QNB (i7-9570H) @ Thinkpad T480 (i7-8550U)
[ Latitude 7490 (i7-8650U) E XPS 13 7390 (i7-105100)
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Browser-based ad blocker

Dynamic CPU architectures show greater gains (blocking is less beneficial on the
NUC/desktop device)
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Summary

Initial observations

- Users pay the cost of ads and tracking schemes twice.
- The energy consumption cost is hidden / overlooked.
- Gap in the literature (scale, realism).

Findings
- Ads and tracking do consume significant energy.
- Blocking ads is worth it most of the times.

Future works

« Other browsers? (Firefox, Brave)

- Impact of ads format? (banner, video)
- Energy mix & carbon impact?

Context « Measurement methodology « Results « Conclusion « Bonus
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Thank you!

Paper: https://doi.org/10.1145/3774904.3792414

Contact: samuel.pelissier@centralesupelec.ir
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Realistic user behavior: top lists

How can we select a set of websites that are representative of the current web?

e pm fmmemew s sppere = 0 Inmost countries, 10K sites
account for at least 70-85% of desktop traffic and 70-80% of
mobile traffic by page load. nm o B Wl

We crawl the top 5000 websites on the Tranco list.

Ruth et al. “A world wide view of browsing the world wide web.” In ACM Internet Measurement Conference, 2022.
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Realistic user behavior: preparing profiles

[ Top 5,000 Tranco websites ]

!

[ List of 300 random pages ]

- Advertisers bid on users to
display ads.

- Users with empty profiles receive
fewer ads. N

. Duplicated proﬁles across devices Each client visits pages and creates profile
may generate errors.

Sent to 4 devices

® Profile For each crawl variant,

duplicates profile

t“ Profile @‘ Proﬁle]
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Realistic user behavior: handling cookies

;I-,; w—>» banner —) Clickable HTML elements —)

417 keyword variations

from 24 European languages

N4 selectors G
Elements classified as either : \
i "Accept all", "Accept", or "Reject”
L‘" |
4 . 2\ 4 . .
Accept all cookies Functional cookies only
ngccept all” ¥ "Accept all"
P =3 Click element and "Accept" Yes 3 Click "Accept"
element?
elements?
iNo ¢No
Accept —)Yes Click element Accept all™ Yes Reject” Y—)es Click "Accept"
element? element? element?
iNo ¢No No
Continue the visit Continue the visit (—I

.

J G

We minimize accepted cookies: results provide a lower-bound estimate of the

J

impact of tracking on energy consumption.
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Realistic user behavior: on site behavior

How can we simulate realistic user behaviors on such websites?

5.4 There ls Indeed No Average User

In line with the findings of Obendorf et al. [43], we do not find evidence that would support
the concept of an average internet user.

Crichton et al. “How Do Home Computer Users Browse the Web?” In ACM Transactions on the Web, 2021.
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Realistic user behavior: on site behavior

How can we simulate realistic user behaviors on such websites?

5.4 There ls Indeed No Average User

In line with the findings of Obendorf et al. [43], we do not find evidence that would support
the concept of an average internet user.

A Visit:

Load the front page

Interact with the cookie banner
Scroll 10 times

Randomly select 2 clickable links
Repeat on these new pages

O o= B9 ) =

Crichton et al. “How Do Home Computer Users Browse the Web?” In ACM Transactions on the Web, 2021.
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Results: header bidding

Bidding setup
B No bidding detected 23 prebid.js only
B ads.txt only N Both

100

o1 Jd
oS O

Percentage variation of
energy consumption
o

—-100

Browser-based ad blocker

Higher impact on websites with header bidding (i.e., with targeted ads)
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